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Abstract 
In this paper a symmetric key cryptographic algorithm named as “A Symmetric Key Cryptographic Technique 

Through Swapping Bits in Binary Field Using p-box Matrix“ is proposed. Secret sharing is a technique by 

which any information can be break down into small pieces. The secret can be reconstructed only when a 

sufficient number of pieces of shares are combined together; individual shares are of no use on their own. 

Traditional secret sharing scheme possesses high computational complexity in both generating and 

reconstructing of share. In the proposed algorithm key has been taken from the user of n bits. Depending on the 

size of input stream a straight p-box will be generated to make the proposed algorithm unique. The Key and the 

p-box will be needed for encryption and decryption process. The block division process is introduced in the 

input stream. In the process of encryption swapping in binary input stream will be taken place. 

Keyword: Plain Text, Cipher Text, Encryption, Decryption, P-Box and Key Image. 

 

I. Introduction 
Secret images are used in many commercial and 

military applications. The recent past years we used 

many image processing techniques like image hiding 

[1], watermarking [2], image steganography [3] etc. 

For every technique the prime concern to hide the 

secret. A common drawback for all the early 

mentioned method viz. image hiding, watermarking 

and steganography is that the secret image is stored 

and transmitted as a single unit. Thus any intruders 

capture this single unit, it does not remain secret. 

Hence these drawbacks scientists have lead to evolve 

others scheme where a single secret can be 

transmitted via multi channel. Secret image sharing 

[4] is the art and science about the protection of 

important images by distributed storages. The 

problem of secret sharing first proposed by Shamir 

[4] (1979) and Blakley [5] (1979) where a secret S 

can be distributed among n shares. The n shares can 

be distributed among n channels. Each share t 

individually has no meaning. Anyone can reconstruct 

the secret S if sufficient number of shares k is 

available, where k ≤ n. The Shamir‟s scheme [4] 

relies on the concept that you can fit a unique 

polynomial of degree (t-1) to any set of t points that 

lie on the polynomial. Blakely‟s [5] technique 

assumes that secret is a point in a k-dimensional 

space. Hyper planes intersecting at this point are used 

to construct the shares. Coefficients of n different 

hyper planes constitute the corresponding n shares. In 

[6] authors are proposed a proactive secret sharing 

scheme to update shares periodically such that an 

attacker has less time to compromise shares. Some 

sharing scheme relies on Chinese Remainder 

Theorem [7, 8]. Mignotte‟s threshold secret sharing 

scheme [9] and Asmuth-Bloom threshold secret 

sharing scheme [10] both also based on the Chinese 

remainder theorem. Ito, Saito,and Nishizeki [11], 

Benaloh and Leichter [12] give constructions for 

more general secret sharing schemes. The notion of 

ideal structures of secret sharing scheme proposed by 

Brickell [13] .The concept of multi secret sharing 

scheme was proposed by Jackson et al. [14] multiple 

secrets are generated and distributed during one 

secret sharing process. Thien and Lin [15] proposed a 

(k, n) where threshold-based image secret sharing 

scheme by cleverly using Shamir‟s secret sharing 

scheme [4] to generate image shares. Karnin et al. 

[16] suggested the concept of perfect secret sharing 

(PSS) where zero information of the secret is revealed 

for an unqualified group of (k -1) or fewer members. 

In [17] the authors are proposed a secret sharing 

scheme based on random matrix. In this paper, we 

propose a secret image sharing method where at least 

two shares and a key image needed to reconstruct the 

source images at the receiver end.  

In section II the scheme of proposed technique is 

discussed. In section III the example is given for the 

proposed algorithm. Section IV is discussed 

computational complexity. Conclusive discussion and 

future scope is discussed in section V and VI 

respectively. References are noted down in section 

VII. 

 

II. The Scheme 
Input Streams of „n‟ length bits and a key (K) of 

„b‟ length bits are taken for encryption. Using block 

division process input stream are divided into 

different equal blocks of size „s‟ bits. K has been 

taken from user input. Key is symmetric in nature. „n‟ 
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bits input stream is equally divided into different 

subparts. All the block division and key generation 

will be done in binary field. A1, A2, A3 and A4 are 

blocks of input stream contains „m‟ number of bits 

denoted by {m3, m2, m1, m0}, where mi € {1, 0}. 

A1, A2, A3 and A4 are arranged in a cyclic manner. 

Bits of key Rk are scanning from right to left taking 

two bits at a time to swap bits of the index location as 

per value of bits, taken from the key, between A1, 

A2; A2, A3; A3, A4 and A4, A1 respectively. 

Straight p-box matrix has been generated depending 

on block division size of input stream and element of 

the p-box matrix is populated randomly generated 

number between 0 to „s‟. Depending the values in p-

box A1, A2, A3 and A4 are converted into decimal 

number. „m‟ bits A1, A2, A3 and A4 are converted 

into „m+2‟ bits and represented as L1, L2, L3 and L4 

respectively. 2‟s compliment is applied into bits of 

L1, L2, L3 and L4. L1, L3, L2 and L4 are 

concatenated to get the „n*3‟ cipher bits. Cipher 

blocks will be divided into „(n*3)/8‟ blocks to get the 

equivalent ASCII code of each block and 

corresponding character to get the final cipher of 

input stream. Decryption will be done through the 

reverse process of encryption. 

 

III. Example 
Let, plain text is AB 

 

Encryption: 

Binary equivalent of A is p1 = 01000001 

Binary equivalent of B is p2 = 01000010 

Let, the key is given by the user character P 

Binary equivalent of P is R1 (Key)  = 01010000 

p1 is divided into two segments  A1 = 0100 and A3 = 

0001, each segment contains 4 bits. 

p2 is also divided into two segments A2 = 0100  and 

A4 = 0010, each segment contains 4 bits. 

A1, A2, A3 and A4 are divided into two segments 

and addressing each segment as 1 and 0 as shown 

Figure: 1.  

 
Figure: 1 

 

Taking two bits of R1 (Key) in reverse order. 

As per the proposed technique, 00 in reverse is taken 

from the key R1 and swapping the value in between 

A1 and A2 segment at 0,0 location (Figure: 2). 

 

 
Figure: 2 

 

Next 00 in reverse is taken from the key R1 and 

swapping the value in between A2 and A3 segment at 

0,0 location (Figure: 3). 

 
Figure: 3 

 

Next 10 in reverse is taken from the key R1 and 

swapping the value in between A3 and A4 segment at 

1,0 location (Figure: 4). 

 
Figure: 4 

 

Next 10 in reverse is taken from the key R1 and 

swapping the value in between A4 and A1 segment at 

1,0 location (Figure: 5). 
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         Figure: 5 

 

As per the proposed technique the final figure of A1, 

A2, A3 and A4 is shown below in Figure 6: 

 
Figure 6: 

 

Final bits value of A1 = 0100 

A2 = 0101 

A3 = 1000 

A4 = 0000 

 

2 X 8 straight P-box is generated and 16 numbers are 

generated randomly to initialize the p-box shown in 

Figure 7: 

2 X 8 straight p-box 

Figure: 7 

 

In the above figure all the numbers 9, 8, 1, 2, 6, 

14, 13, 7, 5, 11, 0, 4, 12, 10, 15 and 3 are generated 

randomly within 0 to 15 as because the example is 

repressing 16 bits binary value. 

 

The final Bits value of A1 = 0100 

The equivalent decimal value of A1 is 4 

In p-box the forth index value is 6 

The A1 value is replaced by the binary value of 6, 

that is 0110 

The value of A1 is now 0110 

 

The final Bits value of A2 = 0101 

The equivalent decimal value of A2 is 5 

In p-box the fifth index value is 14 

The A2 value is replaced by the binary value of 14, 

that is 1110 

The value of A2 is now 1110 

 

The final Bits value of A3 = 1000 

The equivalent decimal value of A3 is 8 

In p-box the eighth index value is 4 

The A3 value is replaced by the binary value of 4, 

that is 0100 

The value of A3 is now 0100 

 

The final Bits value of A4 = 0000 

The equivalent decimal of A4 is 0 

In p-box the zero index value is 9 

The A4 value is replaced by the binary value of 9, 

that is 1001 

The value of A4 is now 1001 

 

A1, A2, A3 and A4 is now converted into 6 bits 

shown in Figure: 8 

 
6 bits representation of A1, A2, A3 and A4 

Figure: 8 

 

6 bits representation of A1, A2, A3 and A4 are: 

L1 = 101101 

L2 = 011100 

L3 = 001001 

L4 = 010010 

 

2‟s compliments of each L1, L2, L3 and L4 are: 

2‟s compliments of L1=010011 

2‟s compliments of L2=100100 

2‟s compliments of L3=110111 

2‟s compliments of L4=101110 

 

Concatenating L1 and 2‟s compliments of L1, L2 and 

2‟s compliments of L2, L3 and 2‟s compliments of 

L3, L4 and 2‟s compliments of L4 we get. 

L1 = 101101 010011 

L2 = 011100 100100 

L3 = 001001 110111 

L4 = 010010 101110 

 

To make the proposed technique more complex 

and secure swapping again between the last six bits of 

L1 and Last six bits of L3 (which are the 2‟s 

compliment part), the last six bits of L2 and Last six 

bits of L4 (which are the 2‟s compliment part). After 

3 15 10 12 5 0 11 4 

7 13 14 6 2 1 8 9 

A3 

A4 A2 
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swapping the new value of L1, L2, L3 and L4 are 

given below: 

L1 = 101101 110111 

L2 = 011100 101110 

L3 = 001001 010011 

L4 = 010010 100100 

 

Binary representation of final 48 bits cipher is 

L1+L3+L2+L4. 

 

8 bits representation of L1 + L3 + L2 + L4 is: 

 

1011011101110010010100110111001011100100101

00100 

 

    À             r              S            r             õ            ñ 

 

Final Cipher: ÀrSrõñ 

 

Decryption: 

 

Cipher Text is ÀrSrõñ 

 

Key R1 = P (Binary form: 01010000) 

 

2 X 8 straight p-box is: 

 

 

The key R1 and Straight p-box have to be known 

by the receiver for decryption. 

The cipher text has to be converted into binary value. 

Separate 48 bits into 4 segments, so that each 

segment contains 12 bits value, to get L1, L2, L3 and 

L4. 

L1 = 101101 110111 

L2 = 011100 101110 

L3 = 001001 010011 

L4 = 010010 100100 

 

Last 6 bits of L1, L2, L3 and L4 has to be removed to 

get new L1, L2, L3 and L4 as 

L1 = 101101 

L2 = 011100 

L3 = 001001 

L4 = 010010 

 

First and last bit has to be removed from L1, L2, 

L3 and L4 and will be called A1, A2, A3 and A4. The 

value of A1, A2, A3 and A4 will be: 

A1 = 0110 

A2 = 1110 

A3 = 0100 

A4 = 1001 

 

Binary value of A1, A2, A3 and A4 is converted into 

decimal values and the values are 6, 14, 4 and 9 

respectively. 

6, 14, 4 and 9 are present in straight p-box in the 

index 4, 5, 8 and 0 respectively. Therefore, the value 

of A1, A2, A3 and A4 will be: 

A1 = 4 

A2 = 5 

A3 = 8 

A4 = 0 

 

The value of A1, A2, A3 and A4 will be converted 

into binary form and it will be: 

A1 = 0100 

A2 = 0101 

A3 = 1000 

A4 = 0000 

 

A1, A2, A3 and A4 are divided into two segments 

and addressing each segment as 1 and 0 as shown 

Figure: 9. 

 
Figure: 9 

 

From the binary value of the key 2 bits has been 

taken (from left to right. Point to be noted at the time 

of encryption 2 bits has been taken from right to left) 

one after another at a time and first swap the bits of 

0,1 location of A1 and A4, second swap the bits of 

0,1 location of A4 and A3, third swap the bits of 0,0 

location of A3 and A2, fourth swap the bits of 0,0 

location of A2 and A1 as reverse order of encryption 

process. 

 

Swapping bits in deferent segment just in the reverse 

way of encryption process the final bits value of A1, 

A2, a3 and A4 will be A1 = 0100, A2 = 0100, A3 = 

0001 and A4= 0010. 

 

A1 and A3; A2 and A4 has been concatenated and 

named as p1, p2. The bits value of p1 and p2 will be: 

p1 = 01000001 

p2 = 01000010 

 

The equivalent decimal number of p1 and p2 will be 

65 and 62. The corresponding character 

3 

 

15 10 12 5 0 11 4 

7 13 14 6 2 1 8 9 

A3 
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representation of ASCII value of 65 and 66 is A and 

B. 

 

The plaintext will be AB 

 

IV. Computational Complexity 
The proposed technique employs only some bits 

exchange rather than any geometry calculation, thus it 

lead to low computational complexity. Our proposed 

methodology depends on three basic operations, like 

XOR operation, key based bit exchange and P-Box. 

These three operations computationally linear in 

nature thus the computational cost is O (N), whereas 

N is the (total no of bits/2) of any input stream. Hence 

the proposed algorithm achieves low computational 

complexity.  

 

V. Conclusive Discussion 
The objective of this paper is to facilitate the 

development of applications that include advanced 

cryptography through above said technique for 

secured transmission of the messages [18]. The 

proposed technique is a symmetric key based 

algorithm. The straight p-box matrix is introduced to 

make the technique susceptible from the attacker. 

Block division process in binary field and swapping 

in bits confirms the more security of the algorithm. 

Swapping is totally depends on binary value of input 

symmetric key. The proposed block division process 

of input stream and cyclic manner representation with 

addressing mode of bits of input stream for swapping 

purpose makes the proposed technique unique. 

 

VI. Future scope 
The future of encryption is brighter than ever 

before. The demand for more control and protection 

of corporation information assets and third-party 

information is increasing dramatically [18]. Character 

frequency distribution in source file and encrypted 

file has to be performed and analyzed for proposed 

algorithm. Some testing like non-homogeneity 

between source and encrypted file, chi-squire value 

test, has to be done to measure the security of 

proposed technique with well known existing 

techniques. Time complexity in terms of comparison 

of Encryption, decryption time for different category 

of files with existing algorithm in the market will be 

performed in future. All above said parametric test 

will confirm the good security of the proposed 

algorithm in the present age of global communication 

system. 
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